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OpenStack environment, thereby implementing security protection for all tenants. All virtual firewalls can 
be configured and managed by the unified OpenStack platform. In a traditional DC, the administrator has 
to maintain every security device individually and separately. The centralized management offered by the 
OpenStack environment allows security device maintenance to become significantly more convenient. 
This solution supports the display of a graphical topology of the cloud network, and the administrator can 
easily understand the operating status of all security devices at the same time.

Dedicated Security Protection of All Tenants

In a Cloud DC, security requirements depend on each tenant’s type of business, which is typically different 
for each tenant. The Hillstone physical firewall can be partitioned into multiple virtual firewalls by vsys 
technology – each virtual firewall flexibly deploys dedicated security policy based on the tenant’s unique 
requirements. Tenants manage their own individual system resources, administration functions, security 
domains and policies independent from each other. When a virtual firewall is created, a tenant 
administrator can flexibly control traffic throughput depending on actual traffic observed by the tenant. 
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depletion, other virtual firewalls continue to operate normally and guarantees availability and business 
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Summary
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and Quality of Service (QoS). The system delivers exceptional performance in a small form factor with low 
power requirements.

www.hillstonenet.com
Phone: 1-800-889-9860

FWaaS Service Using The OpenStack Platform
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Hillstone provides an FWaaS Solution on the Hillstone X-series DC Firewall by using the Neutron virtual 
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services into their Cloud DC offerings.
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When a tenant creates a vRouter in the OpenStack dashboard, the OpenStack console automatically 
connects to the Hillstone physical device to allocate a virtual firewall to the tenant, and to apply 
thesecurity policies based on the requirements entered. Each tenant can have one or more VLANs, while 
tenants are isolated from one another by self-owned virtual firewalls. Multiple virtual firewalls can share 
one physical I/O port – per tenant network traffic accesses the virtual firewall by host routing mode, and 
tenants can manage their self-owned virtual firewalls to configure dedicated security policies. 

The Hillstone virtual firewall (vsys) supports SNAT, DNAT, server load balancing, IPSec VPN, 
application-based access control, anti-DDoS, session limits and many other features.
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2+2 redundant power supply, Max 1300W
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